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after SIX (6) MONTHS from the mailing date of this communication.

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
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DETAILED ACTION

1 . Claims 1-14 have been examined.

Claim Rejections - 35 USC § 112

2. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the

subject matter which the applicant regards as his invention.

3. Claims 2-5 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for

failing to particularly point out and distinctly claim the subject matter which applicant regards as

the invention.

Claim 2 recites the limitation "the RAM" in line 2. There is insufficient antecedent basis

for this limitation in the claim. This rejection can be overcome by deleting "RAM" in line 2 and

replacing with -first memory element--.

4. Claims 10-14 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for

failing to particularly point out and distinctly claim the subject matter which applicant regards as

the invention.

Claim 10 recites the limitation "the RAM" in lines 10, 1 1, 13, and 14. There is

insufficient antecedent basis for this limitation in the claim. This rejection can be overcome by

deleting "RAM" in lines 10, 11, 13, and 14 and replacing with --first memory element—.

5. Claims 11-14 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for

failing to particularly point out and distinctly claim the subject matter which applicant regards as

the invention.
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Claim 1 1 recites the limitation "the RAM" in line 2. There is insufficient antecedent

basis for this limitation in the claim. This rejection can be overcome by deleting "RAM" in line

2 and replacing with -first memory element--.

Claim Rejections - 35 USC §102

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on

sale in this country, more than one year prior to the date of application for patent in the United States.

7. Claims 1-3, 6, and 9-12 are rejected under 35 U.S.C. 102(b) as being anticipated by

Rager et al., U.S. Patent No. 5,363,447 A.

As per claim 1, Rager et al. illustrates:

a computer-implemented method for managing sensitive data in a terminal (see column 1

,

lines 13-16; fixed transmitters for secure information; see column 2, lines 55-57; figure 1, item

101; such as secure transmission device) having

a first memory element (see column 2, lines 62-63; figure 1, item 102; a first volatile

memory (RAM)),

a processor having a register (see column 2, lines 66-67; an encryption device containing

a second volatile memory (RAM))),



Application/Control Number: 09/895,934 Page 4

Art Unit: 2132

a security circuit (see column 4, lines 40-43; figure 1, items 101 and 106; a tamper

detection circuit), and

a power supply circuit arranged to provide power from a first power source when power

is available from the first source and from a second power source when power is unavailable

from the first source (see column 4, lines 37-40; figure 1, item 101 and 105; a variable power

supply powering down the secure transmission device while a constant voltage supply is

providing a constant voltage to the encryption device), comprising:

storing sensitive data in the first memory element (see column 4, lines 56-57; figure 1,

item 102; storing encryption code and a key in the first volatile memory);

upon loss ofpower from the first source (see column 4, lines 31-40; figure 1, item 101;

powering down the secure transmission device),

switching to power from the second source (see column 4, lines 37-40; figure 1, item

105; while providing a constant voltage to the encryption device), copying the sensitive data

from the first memory element to the register (see column 4, lines 31-34; figure 1, items 102 and

106; storing the decrypted encryption code and key from the first volatile memory into the

second volatile memory), and

erasing the sensitive data from the first memory element (see column 4, lines 34-36;

figure 1, item 102; erasing the decrypted encryption code and keys stored in the first volatile

memory); and

upon detecting an attack on the terminal (see column 4, lines 44-45; if the tamper

detection circuit activates the reset from detecting tampering),
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erasing the sensitive data from the first memory element (see column 4, lines 34-36;

figure 1, item 102; erasing the decrypted encryption code and keys stored in the first volatile

memory) and the register (see column 4, lines 44-46; figure 1, item 106; the reset line activated

by the tamper detection circuit will erase the second volatile memory in the encryption device).

As per claim 2, Rager et al. further discusses:

upon reapplication ofpower from the first source (see column 6, line 15; figure 3, step

300; upon power up),

copying the sensitive data from the register to the RAM (see column 6, lines 54-55;

figure 3, step 306; storing recaptured encryption code and the recaptured key in the first volatile

memory from the second volatile memory in the encryption device).

As per claim 3, Rager et al. then specifies:

that the sensitive data includes a general encryption key (see column 6, lines 54-55;

figure 3, step 306; storing the recaptured key in the first volatile memory from the second

volatile memory in the encryption device).

As per claim 6, Rager et al. also shows:

that the sensitive data includes a general encryption key (see column 4, lines 13-16;

figure 1, item 102; the first volatile memory, which may comprise RAM, is used to store the

decrypted keys only while the secure transmission device is powered up; see column 4, lines 56-

57; storing a key in the first volatile memory).
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As per claim 9, Rager et al. depicts:

an apparatus for managing sensitive data in a terminal (see column 1, lines 13-16; fixed

transmitters for secure information; see column 2, lines 55-57; figure 1, item 101; such as secure

transmission device) having

a first memory element (see column 2, lines 62-63; figure 1, item 102; a first volatile

memory (RAM)),

a processor having a register (see column 2, lines 66-67; an encryption device containing

a second volatile memory (RAM))),

a security circuit (see column 4, lines 40-43; figure 1, items 101 and 106; a tamper

detection circuit), and

a power supply circuit arranged to provide power from a first power source when power

is available from the first source and from a second power source when power is unavailable

from the first source (see column 4, lines 37-40; figure 1, item 101 and 105; a variable power

supply powering down the secure transmission device while a constant voltage supply is

providing a constant voltage to the encryption device), comprising;

means for storing sensitive data in the first memory element (see column 4, lines 56-57;

figure 1, item 102; storing encryption code and a key in the first volatile memory);

means, responsive to a loss ofpower from the first source (see column 4, lines 31-40;

figure 1, item 101; powering down the secure transmission device),

for switching to power from the second source (see column 4, lines 37-40; figure 1, item

105; while providing a constant voltage to the encryption device), copying the sensitive data
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from the first memory element to the register (see column 4, lines 31-34; figure 1, items 102 and

106; storing the decrypted encryption code and key from the first volatile memory into the

second volatile memory), and

erasing the sensitive data from the first memory element (see column 4, lines 34-36;

figure 1, item 102; erasing the decrypted encryption code and keys stored in the first volatile

memory); and

means for detecting an attack on the terminal (see column 4, lines 44-45; the tamper

detection circuit activates the reset from detecting tampering),

means for erasing the sensitive data from the first memory element (see column 4, lines

34-36; figure 1, item 102; erasing the decrypted encryption code and keys stored in the first

volatile memory) and the register in response to an attack on the terminal (see column 4, lines

44-46; figure 1, item 106; the reset line activated by the tamper detection circuit will erase the

second volatile memory in the encryption device).

As per claim 10, Rager et al. also describes:

a circuit arrangement providing for erasure of sensitive data, comprising:

a first memory element (see column 2, lines 62-63; figure 1, item 102; a first volatile

random access memory (RAM)),

a register (see column 2, lines 66-67; a second volatile memory (RAM))),

a security circuit configured to detect a security threat to the circuit arrangement (see

column 4, lines 40-43; figure 1, items 101 and 106; a tamper detection circuit) and



Application/Control Number: 09/895,934 Page 8

Art Unit: 2132

generate a first signal upon detection of a security threat (see column 4, lines 44-49;

figure 1, item 106; activating the reset line to erase memory);

a power supply coupled to the first memory element, the register, and the security circuit

(see column 5, lines 65-68; column 6, lines 1-8; figure 1, items 102, 106, and 101; in the event of

a power down, the change in power affects the first volatile memory, the second volatile memory

and the tamper detection hardware suggesting that all three elements are coupled to the power

supply),

the power supply arranged to provide power from a first power source when power is

available from the first source and from a second power source when power is unavailable from

the first source (see column 4, lines 37-40; figure 1, item 101 and 105; a variable power supply

powering down the secure transmission device while a constant voltage supply is providing a

constant voltage to the encryption device); and

a processor coupled to the first memory element, the register, the security circuit, and the

power supply (see column 5, lines 65-68; column 6, lines 1-8; figure 1, items 102, 105, 106, and

101 ; in the event of a power down, the change in power affects the processor, the first volatile

memory, the second volatile memory, and the tamper detection hardware suggesting that all four

elements are coupled to the power supply),

the processor configured to store sensitive data in the first memory element when power

is available from the first source (see column 4, lines 31-32; figure 1, item 102; prior to power

down, the decrypted encryption code is stored in the first volatile memory), and
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upon application ofpower from the second power source (see column 4, lines 31-40;

figure 1, item 101; powering down the secure transmission device; see column 4, lines 37-40;

figure 1, item 105; while providing a constant voltage to the encryption device),

copy the sensitive data from the first memory element to the register (see column 4, lines

31-34; figure 1, items 102 and 106; storing the decrypted encryption code and key from the first

volatile memory into the second volatile memory), and

erase the sensitive data from the first memory element (see column 4, lines 34-36; figure

1, item 102; erasing the decrypted encryption code and keys stored in the first volatile memory).

As per claim 1 1 , Rager et al. further discusses:

that the processor is further configured to copy the sensitive data from the register to the

RAM (see column 6, lines 54-55; figure 3, step 306; storing recaptured encryption code and the

recaptured key in the first volatile memory from the second volatile memory in the encryption

device) upon reapplication ofpower from the first source (see column 6, line 15; figure 3, step

300; upon power up),

As per claim 12, Rager et al. also shows:

that the sensitive data includes a general encryption key (see column 4, lines 13-16;

figure 1, item 102; the first volatile memory, which may comprise RAM, is used to store the

decrypted keys only while the secure transmission device is powered up; see column 4, lines 56-

57; storing a key in the first volatile memory).
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Allowable Subject Matter

8. Claims 4, 5, 13, and 14 would be allowable if rewritten to overcome the rejection(s)

under 35 U.S.C. 112, 2nd paragraph, set forth in this Office action and to include all of the

limitations of the base claim and any intervening claims.

9. Claims 7 and 8 are objected to as being dependent upon a rejected base claim, but would

be allowable if rewritten in independent form including all of the limitations of the base claim

and any intervening claims.

10. The following is a statement of reasons for the indication of allowable subject matter:

Claims 4 and 5; 7 and 8; and 13 and 14 are drawn to two methods for managing sensitive

data, and a circuit arrangement providing for erasure of sensitive data. The closest prior art,

Rager et al., U.S. Patent No. 5,363,447 A, in view of Mitsubishi Heavy Ind. Ltd. (Arakawa),

Japanese Patent Application Publication No. 08-095866 A, discloses similar methods and circuit

arrangement. Rager et al. explains a second memory element that is electrically erasable

programmable read-only memory (EEPROM) external to the processor used to store encrypted

data (see column 4, lines 8-10; figure 1, item 103; a non-volatile memory which may comprise

EEPROM used to store encrypted representations of the encryption code and key(s)). But,

Arakawa describes using volatile random access memory RAM instead of non-volatile

EEPROM because the information is lost by tampering with the supply ofpower to this memory

(see K [0017]; drawing 1, item 1 and drawing 2, item 1 1). In spite of this teaching, Rager et al.

teach away from having the first memory element internal to the processor to be written to

directly by an external keying device (see column 3, lines 12-26; figure 1, items 100 and 102).
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This particular feature explicitly incorporated in intervening claims 4, 7, and 13 renders

dependent claims 4 and 5; 7 and 8; and 13 and 14, respectively, to have allowable subject matter.

Conclusion

1 1 . The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

• Blackledge, Jr. et al., U.S. Patent No. 5,341,422 A, describes a secure personal computer

capable of deleting sensitive data upon attack

• Grider et al., U.S. Patent No. 5,515,540 A, discloses a microprocessor with power from

either a system power supply or battery that wipes out encryption registers upon a

security violation

• Charron, U.S. Patent No. 6,732,274 Bl , a protection device generating a random number

unique to an electronic apparatus
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Telephone Inquiry Contacts

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Justin T. Darrow whose telephone number is (571) 272-3801, and

whose electronic mail address isjustin.darrow@uspto.gov. The examiner can normally be

reached Monday-Friday from 8:30 AM to 5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Gilberto Barron, Jr., can be reached at (571) 272-3799.

The fax number for Formal or Official faxes to Technology Center 2100 is (703) 872-

9306. In order for a formal paper transmitted by fax to be entered into the application file, the

paper and/or fax cover sheet must be signed by a representative for the applicant. Faxed formal

papers for application file entry, such as amendments adding claims, extensions of time, and

statutory disclaimers for which fees must be charged before entry, must be transmitted with an

authorization to charge a deposit account to cover such fees. It is also recommended that the

cover sheet for the fax of a formal paper have printed "OFFICIAL FAX". Formal papers

transmitted by fax usually require three business days for entry into the application file and

consideration by the examiner. Formal or Official faxes including amendments after final

rejection (37 CFR 1.116) should be submitted to (703) 872-9306 for expedited entry into the

application file. It is further recommended that the cover sheet for the fax containing an

amendment after final rejection have printed not only "OFFICIAL FAX" but also

"AMENDMENT AFTER FINAL".

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is (571) 272-2100.

June 24, 2005

JUSTIN T. DARROW
PRIMARY EXAMINER

TECHNOLOGY CENTER 2100


